
Subjects: Data Access
Occupation: Information Systems Manager
Data type:  Private

How can I protect customer data?

A political party entrusted the management of its IT to a private company.
The databases were hacked and deputies received text messages and emails insults.
The hackers used an SQL injection, discovered by chance by using a search engine, which allowed
them access to 160 databases in connection with the party, as the subcontractor  had left his server
and MySql open and used the same password for all of them.
A private company who used the current technology, carried out a public communication monitoring
between hackers, and discovered the computer hackers through the online robots
We can  never too careful, especially if one contracts out  its computer system. It is wise to check the
security offered by the private company.

Recommendations
The party subcontracted a hosting company without defining a security policy. Either the controller of
the data file is responsible for processing the data he performs directly or by subcontracting. The
controller of the data file is responsible for the security of the data he processes, and must regularly
assess security measures taking into account the risks related to data protection.

Basic principles
Data security

Resources
http://www.rue89.com/2011/11/08/les-donnees-personnelles-dun-millier-de-cadres-ump-piratees-2263
42 
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